
Self checkout card 
data breach 
explained 

Payments and Co uses published 
card data breaches as a means of 

demonstrating the key 
fundamental flaws in the current 

PCI Compliance approach by 
merchbants  and how our 

Payment compliance strategy can 
assist the merchants to address 

these recurring breaches. 



The report 

The grocery store says the 
device was at the self-

checkout “during a limited 
period leading up to March 
5, 2020” and that it alerted 
police and engaged privacy 

experts to analyze the 
device.
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Giant Food alerted customers Tuesday that it found an 
illegal card-reading device at its Columbia Heights store, 
at 1345 Park Road, Northwest. The device was installed 
on one PIN pad at a self-checkout station and was 
designed to extract data from chips, not magnetic stripes. 
You’d have to have inserted your card in the device for 
your personal data to have been at risk, Giant says.
It believes the incursion was limited to the one shop and 
urges customers to check their accounts. “Based on our 
investigation, at this time, we have no evidence that any 
of the information has been misused as a result of this 
issue,” Giant Food vice president of operations Bob 
Bennett writes in a letter to customers. The company 
says it’s alerting customers out of an abundance of 
caution.



Executive summary  

No retailer can ever eradicate the 
threat of a card data breach and 

this is one of the reasons why PCI 
DSS BAU rules and P2PE are 

crucial. Any retailer with half a 
brain ought to know by now, 

P2PE is a must in retail payment 
terminals.  Instalment of 
skimming devices on self 

checkout points is a major retail 
risk , daily checks and supplier 
due diligence are some of the 

common mistakes by all the 
retailers affected by this breach. 
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Retailer faults  - Lack of zero card data policy – all 
retailers must know by now they operate in an 

environment that is highly susceptible to card theft due 
to their public exposure, therefore  a zero card data 

policy is a MUST.

The report by Giant claims the device was installed 
during a limited period leading up to march 5  2020. If 

the period is more than 24 hours, then the PCI BAU daily 
checks on payment terminals were not followed by the 

store. The point of the daily checks is to detect anomalies 
like skimmers. Sam applies to all retailers.

Supplier fault - My second concern attributes fault to the 
suppliers of the self checkout. Self checkout without 

P2PE, will allow skimming devices to be permitted on the 
POS. If the device is not P2PE enabled and activated, it’s 

a disaster waiting to happen. 



A closer look 
at the self 
checkout

• Whilst reviewing how the self checkout card 

data theft occurs, one cannot help but 

consider the advantages of having P2PE 

enabled self checkout PIN PADs.  

When you look at this picture above, it becomes easy to see why 
these card data breaches could have been avoided by the solutions 

we are proposing namely P2PE.

This is not a matter of superficial additions to the self checkouts but 
a complete replacement of the terminals for this card data breach to 
occur. That is a responsibility of all the retailers and their suppliers. 

This risk is easily avoidable with P2PE terminals. 



Corona 
Virus 

warning 
The corona virus 
lockdown has driven 
hackers into over drive 
mode and we are seeing 
a significant increase in 
cyber attacks 

While most of the world is trying to deal with the 

COVID-19 pandemic, it seems hackers are not on 

lockdown.

Cyber criminals are now increasing their attack of 

retailers and all public facing payment terminals 

and services are in the forefront of these attacks.

Zero card policy is no longer an option but a 

MUST.



The 
diagnosis

• This is a typical scenario we 

have seen with merchants but 

our diagnosis of the breach tells 

us a lot about what may be 

going on within the 

organisation.

The retailers did not have sufficient card data 
security

Zero card data policy was not in place 

Suppliers allowed to implement non P2PE terminals

Card data for self check brings card data into retailer 

Self checkout security for card data is very weak

Retailer daily card data checks not happening daily 



The most obvious flaw in this 
breach is the fact that the 

retailers allowed their 
suppliers to install self 

checkout terminals that were 
not sufficiently secure to 

prevent skimming. Card data is 
also traversing the retailers' 

network. 

Card data in the 

retailers that have 

been subjected to 

these attacks are 

clearly traversing the 

retailers' network and 

systems too. If the pin 

pads can be replaced, 

then the level of 

security is very low. 

Supplier due 

diligence is a major 

claw with all the 

retailers in the card 

data breach. It is 

clear that the

technology was not 

adequately reviewed 

and obviously had 

gaping holes in the 

self checkout.

The lack of a 

payment compliance 

strategy that 

includes a zero-card 

data policy is clearly 

needed by these 

firms. It should 

prevent .
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What are 
the flaws

No card data Due diligencePayment strategy



It is possible 
to have 

P2PE POS 
in self 

checkout 
systems 



The key 
risks 

• This is a massive omission by 
the suppliers and it was allowed 
to get worse by the retailers. 

• Having unattended payment 
systems require the highest 
level of card data security and 
to have non P2PE terminals is a 
school boy error. 

The retailers did not have sufficient card data 
security

Zero card data policy was not in place 

Suppliers allowed to implement non P2PE terminals

Card data for self check brings card data into retailer 

Self checkout security for card data is very weak

Retailer daily card data checks not happening daily 



Payment 
compliance 

strategy  
The payment compliance strategy is 

more than just a piece of paper that says 

you are PCI compliant, it is a managed 

service, an architectural living strategy 

that ensures on a day to day basis, your 

business reduces the likelihood of a 

breach of occurring across all your 

payment channels.  

Starts with all the 

banks that allow you 

to take card payments 

and all payment 

channels. 

Payment compliance 

strategy includes a 

‘zero card data’ policy 

to be enforced

All service providers 

that serve your 

payment channels are 

identified, audited and 

tracked

Every product and 

service that you use to 

take card payment will 

be updated to include 

‘zero card data’ policy.

Our Change 

management services 

checks every change to 

your payment estate 

and applies the strategy

Training and 

awareness is enforced 

at the key points of 

change across your 

payment estate.
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Service 
catalogue

We operate a service catalogue 

that is constantly checking for 

compliance as part of our 

managed service and ensures 

your business never has 

exposure to a payment product 

and service that may increase 

your likelihood of a breach 

occurring. 
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Our unique 
selling points 

1
2

Whilst no one can ever say, your 
business will never suffer a card 
data breach, what our solution 

gives you is the assurance that if 
you were to ever suffer a card data 

breach, it would never be your 
fault, it would be your bank’s fault  

and you would be legally 
exonerated in any legal claim.  

Reduce your likelihood 

of a breach 

Reduce your cost of 

PCI compliance 

Managed all your 

service providers

Manage all your 

payment products 

Manage all changes to 

your payment estate 
Reduce your PCI scope 



Ben oguntala, LL.B Hons. LL.M
ben.oguntala@paymentsandco.com

+44 7812 039 867 
@paymentsandco

• I forewarned British Airways that they were highly 

likely to be subject to a card data breach, they did not 

listen and 3 months later they were hacked.

• https://www.thetimes.co.uk/article/british-airways-

hack-was-a-disaster-waiting-to-happen-m62rn05v0
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