
Easyjet card data breach 
explained 

Payments and Co uses published 
card data breaches as a means of 

demonstrating the key 
fundamental flaws in the current 

PCI Compliance approach by 
merchbants  and how our 

Payment compliance strategy can 
assist the merchants to address 

these recurring breaches. 

Based on the report, it is likely that Easyjet was never PCI 
compliant.



The report 

There is not a lot of 
information available about 

the card data breach, 
however , as their payment

history is relatively new in 
comparison to other 

airlines. 

It is clear to see that the 
absence of the zero-card 

data policy is what has let 
Easyjet down.
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EasyJet has admitted that a "highly sophisticated cyber-attack" has 
affected approximately nine million customers.
It said email addresses and travel details had been stolen and that 2,208 
customers had also had their credit card details "accessed".
The firm has informed the UK's Information Commissioner's Office while it 
investigates the breach.
EasyJet first became aware of the attack in January.
It told the BBC that it was only able to notify customers whose credit card 
details were stolen in early April.
"This was a highly sophisticated attacker. It took time to understand the 
scope of the attack and to identify who had been impacted," the airline told 
the BBC.
"We could only inform people once the investigation had progressed enough 
that we were able to identify whether any individuals have been affected, 
then who had been impacted and what information had been accessed."
Stolen credit card data included the three digital security code - known as 
the CVV number - on the back of the card itself.

Source - https://www.bbc.co.uk/news/technology-52722626

https://www.bbc.co.uk/news/technology-52722626


Executive summary  

Here is another casing point 
to highlight the flaw in the 

current PCI Compliance 
framework. CVV2 data was

being stored and that can 
only mean, if Easyjet was 

never PCI Compliant and all 
their QSAs and PCI team 

completely missed an 
obvious security risk  
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This report will show there are a number of issues with the PCI 
Compliance framework at Easyjet. From the outside, it seems the PCI 
team have clearly let them down and don’t really understand how to 

mitigate the card data risks an airline is exposed to. 

There are 3 key issues with Easyjet:
• They became aware of the breach in January and only notified

customers in April, and we are now towards the end of May. It is 
indicative of a PCI DSS BAU controls either non existent or 

ineffective. The ICO will make an issue out of that. 

• The breach included CVV2, this means Easyjet servers held on 
the CVV2, in other words stored it and this will suggest that 

Easyjet has never been  PCI compliant because, you can never 
be PCI compliant if you store CVV2. 

• Easyjet does not have a zero-card data policy and its not only its 
website that sees card data but also its servers and data and 

more than likely its service providers.  



A closer look
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The diagram above describe what the card data network at Easyjet is likely to be and where the likely sources of the breach 
could be, indicated in the diagram by the red Asterix. 
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Easyjet
telephone 
payment 

Tripudio says it has an IVR 

platform to add PCI DSS secure 

credit card payment functionality, 

but it does not say DTMF. If you 

have Telephone payment, without 

DTMF you are looking for trouble 



Easyjet
privacy policy 

is flawed 
Easyjet claims to keep PAN data 

for 24hours unless the user choses 

to save the PAN data on their 

account. The problem here seems 

to be the Easyjet is not taking the 

card data seriously. The above 

statement makes no sense at all 

and shows a weak PCI control

Source - https://www.easyjet.com/en/policy/privacy-
promise/processing-personal-data-information

https://www.easyjet.com/en/policy/privacy-promise/processing-personal-data-information


Easyjet
Privacy 

policy on PCI 
is wrong  

Any organisation that stores CVV2 

cannot be said to be PCI Compliant 

and Easyjet’s claim to a PCI 

Compliant organisation. If their 

QSA did not detect the fact that 

they store CVV2 then that is a 

gross incompetence on the side of 

the QSA. 

Source - https://www.easyjet.com/en/policy/privacy-promise

https://www.easyjet.com/en/policy/privacy-promise


The flaws
If the report made by Easyjet is to be 

relied upon and indicative of how 

Easyjet have always run its payment 

operation, then Easyjet was never 

PCI compliant. It may have 

submitted a report on compliance 

but it is clearly a flawed report, 

which is why they were breached.

• PCI DSS states that a merchant must never store CVV2 and 

clearly Easyjet did and clearly could never have achieved PCI 

Compliance

• If 9 million records were stolen, then one can reasonably 

assume that the hackers got the data from e-commerce servers 

and or database as they are the only ones that can hold such 

data 

• If 2,000 credit card details were found, one assumption could 

be that these were the users within a specific window and 

online.

• CVV2 may have been skimmed from the Easyjet website which 

explains the low number of cards in comparison to the records 

stolen. It also shows that the CVV2 may not be stored with the 

records

• Easyjet Online or mobile app are therefore taking card data 

and storing them albeit temporarily – this is a risk we would 

have flagged up as contrary to our zero card data policy

• The lack of a Zero card data policy is another reason this 

organisation has become victim to another card data breach



Payment 
compliance 

strategy  
The payment compliance strategy is 

more than just a piece of paper that says 

you are PCI compliant, it is a managed 

service, an architectural living strategy 

that ensures on a day to day basis, your 

business reduces the likelihood of a 

breach of occurring across all your 

payment channels.  

Starts with all the 

banks that allow you 

to take card payments 

and all payment 

channels. 

Payment compliance 

strategy includes a 

‘zero card data’ policy 

to be enforced

All service providers 

that serve your 

payment channels are 

identified, audited and 

tracked

Every product and 

service that you use to 

take card payment will 

be updated to include 

‘zero card data’ policy.

Our Change 

management services 

checks every change to 

your payment estate 

and applies the strategy

Training and 

awareness is enforced 

at the key points of 

change across your 

payment estate.
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Service 
catalogue

We operate a service catalogue 

that is constantly checking for 

compliance as part of our 

managed service and ensures 

your business never has 

exposure to a payment product 

and service that may increase 

your likelihood of a breach 

occurring. 
1
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Our unique 
selling points 

1
1

Whilst no one can ever say, your 
business will never suffer a card 
data breach, what our solution 

gives you is the assurance that if 
you were to ever suffer a card data 

breach, it would never be your 
fault, it would be your bank’s fault  

and you would be legally 
exonerated in any legal claim.  

Reduce your likelihood 

of a breach 

Reduce your cost of 

PCI compliance 

Managed all your 

service providers

Manage all your 

payment products 

Manage all changes to 

your payment estate 
Reduce your PCI scope 



Ben oguntala, LL.B Hons. LL.M
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• I forewarned British Airways that they were highly 

likely to be subject to a card data breach, they did not 

listen and 3 months later they were hacked.

• https://www.thetimes.co.uk/article/british-airways-

hack-was-a-disaster-waiting-to-happen-m62rn05v0

1
2

mailto:ben.oguntala@paymentsandco.com
https://www.thetimes.co.uk/article/british-airways-hack-was-a-disaster-waiting-to-happen-m62rn05v0

