
Robert Dyas 
card data 
breach 
explained 

Payments and Co uses published 
card data breaches as a means of 

demonstrating the key 
fundamental flaws in the current 

PCI Compliance approach by 
merchbants and how our 

Payment compliance strategy can 
assist the merchants to address 

these recurring breaches. 



Executive summary 

I said it before and I will 
continue to say it, if your 

payment channel sees card 
data, you will eventually 

be hacked. 

The more concerning 
aspect for Theo Paphitis 

Retail Group (TPRG) is that 
all their other brands use 

the same strategy for
online payment.  
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TPRG needs a better 
payment compliance 
strategy

Zero card policy needs to 
be implemented 

All TPRG brands need to 
upgrade their payment 
services 

All other payment channels 
need zero card data policy 



Corona 
Virus 

warning 
A retailer that pushes online

payment without penetration 

testing, ASV scanning and 

OWASP standards as well as 

having a zero card data policy 

WILL GET HACKED. It is that 

simple. 

Many retailers have decided to jump on the online retail 
band wagon without a proper strategy in place and this 
is only going to fall right into the hands of the hackers. 

Many of these retailers currently take very limited card 
payments online and therefore previously did not have 
the take the security measures seriously. 

Corona virus has now meant, most of these retailers 
have ramped up their online payment channels without 
an appropriate payment compliance strategy. 

The increase in online payment channel is going to 
increase their profile as a merchant meaning PCI DSS 
security controls will be missed, for example, 
penetration testing, ASV scanning and OWASP standards 
as well as having a zero card data policy on online 
payment channels will be absent. 



The report 

The report says - A 
preliminary investigation 

revealed that hackers were 
able to access some 

customer data on 
transactions made between 

7th March and 30th March 
2020. It enabled them to 

steal the long number, 
expiry date and CVV code of 

customers' debit/credit 
cards 4



The most obvious flaw in the 
TPRG Robert Dyson breach is the 

fact that the website, like all its 
other brands take, store, transmit 

and process card data. In its own 
security policy, it states that this 

information is encrypted. This 
clearly has not prevented them 

from being subject to a card data 
breach. 

The online payment 

channel transmits, 

stores and processes 

card holder data and 

even though RD uses 

visa security services, 

the hack took place 

before these kicked in.  

All payment 

channels at  the 

TPRG retail estate 

are at risk, if the 

online payment 

channel has such a 

fundamental flaw, 

there will be card 

data in its systems.

The First step is to 

define a payment 

compliance strategy 

that eliminates card 

data across all 

payment channels. It 

will contain a ‘zero 

card data’ policy. 
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What are 
the flaws

Online payments All payment channelsPayment strategy



The problem 
starts with the 

policy
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As you can see from the TPRG policy, on 
the website, Robert Dyas does takes 

card data and clearly its encryption did 
not prevent it from being subjected to a 

card data hack. 

Our policy is never to allow any 
payment channel to see, handle or 

transmit card data . 

Only a Bank and card holder should 
see card data, neither merchant nor 

service provider should see it.

6.2. All information you provide to us is 
stored on our secure servers. Any payment 
transactions will be encrypted using SSL 
technology. Where we have given you (or 
where you have chosen) a password which 
enables you to access certain parts of our 
site, you are responsible for keeping this 
password confidential, and for all use made 
of your account with such password. We ask 
you not to share a password with anyone.
Verified by VISA and Mastercard® 
SecureCode™ are new services from VISA and 
Mastercard in association with your card 
issuer to provide added protection when you 
buy online. 



All payments 
at risk
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The website shows where TPRG got the 
payment compliance wrong and one of

the reasons why we strongly believe it is 
just  the tip of the iceberg.

All its brands use the same format and 
we will not be surprised if the telephone 
provided for customer service may also

take card payments too. Most likely
without DTMF. 

This also suggests that card holder 
present may not have P2PE. 



The same 
strategy 

across all its 
brands 

Our research has shown all the 

other brands follow the same 

policy and therein lies the 

problem. 



Zero card 
data 

ONLINE form can 

never be allowed to 

STORE card data. A 

merchant can only 

discover this 

architecturally 

Service provider’s 

hosting the form does 

not  to expunge the 

merchant’s liability 

and  responsibility

Every major hack in 

the last 5 years have 

included encrypted 

payment forms, clearly 

not good enough.

1 2 3

We have had several fights with 
various suppliers and merchants who 

swear on everything that they are 
PCI compliant and  ISO 27001 

accredited. 

Our response is always the same, 
no merchant is allowed to see, 

hold or transmit card data 
architecturally. 
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TPRG is wasting 
money on card 

data security
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As the report shows, TPRG was able 

to detect hackers, this means, it will 

have a card data security bill that will 

go over £5m with the likes of splunk

and others. 

They are outrageously expensive 

and we say a waste that can be 

avoided with a zero card data policy. 

A preliminary investigation 
revealed that hackers were able to 
access some customer data on 
transactions made between 
7th March and 30th March 2020. It 
enabled them to steal the long 
number, expiry date and CVV code 
of customers' debit/credit cards. 
Card data security monitoring tools 
are a waste of money because they
are incapable of preventing a card 
data breach. 



Payment 
compliance 

strategy  
The payment compliance strategy is 

more than just a piece of paper that says 

you are PCI compliant, it is a managed 

service, an architectural living strategy 

that ensures on a day to day basis, your 

business reduces the likelihood of a 

breach of occurring across all your 

payment channels.  

Starts with all the 

banks that allow you 

to take card payments 

and all payment 

channels. 

Payment compliance 

strategy includes a 

‘zero card data’ policy 

to be enforced

All service providers 

that serve your 

payment channels are 

identified, audited and 

tracked

Every product and 

service that you use to 

take card payment will 

be updated to include 

‘zero card data’ policy.

Our Change 

management services 

checks every change to 

your payment estate 

and applies the strategy

Training and 

awareness is enforced 

at the key points of 

change across your 

payment estate.
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Service 
catalogue

We operate a service catalogue 

that is constantly checking for 

compliance as part of our 

managed service and ensures 

your business never has 

exposure to a payment product 

and service that may increase 

your likelihood of a breach 

occurring. 
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Our unique 
selling points 
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Whilst no one can ever say, your 
business will never suffer a card 
data breach, what our solution 

gives you is the assurance that if 
you were to ever suffer a card data 

breach, it would never be your 
fault, it would be your bank’s fault  

and you would be legally 
exonerated in any legal claim.  

Reduce your likelihood 

of a breach 

Reduce your cost of 

PCI compliance 

Managed all your 

service providers

Manage all your 

payment products 

Manage all changes to 

your payment estate 
Reduce your PCI scope 



Ben oguntala, LL.B Hons. LL.M
ben.oguntala@paymentsandco.com

+44 7812 039 867 
@paymentsandco

• I forewarned British Airways that they were highly 

likely to be subject to a card data breach, they did not 

listen and 3 months later they were hacked.

• https://www.thetimes.co.uk/article/british-airways-

hack-was-a-disaster-waiting-to-happen-m62rn05v0
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