
Execupharm & 
Parexel card data 
breach explained
Why does Execupharm and 
Parexel need to store credit card 
details 

Payments and Co uses published 
card data breaches as a means of 

demonstrating the key 
fundamental flaws in the current 

PCI Compliance approach by 
merchbants and how our 

Payment compliance strategy can 
assist the merchants to address 

these recurring breaches. 



Executive summary 

The key question in 
analysing this hack, from a 

PCI DSS point of view, is 
why would Execupharm

and Parexel need to store 
employee card numbers 

on their systems and 
network. This is bad idea 

of epic proportions. 
Second question, how was 

it not detected?  
2The form above is a simple example of how card 

data makes it on to an organisation’s networks and 
IT systems. 



Corona 
Virus 

warning 
The corona virus lockdown 

has driven hackers into over 

drive mode and we are 

seeing a significant increase 

in cyber attacks 

While most of the world is trying to deal with the 

COVID-19 pandemic, it seems hackers are not on 

lockdown.

Cyber criminals are trying to leverage the 

emergency by sending out “phishing” attacks that 

lure internet users to click on malicious links or 

files.
https://www.teiss.co.uk/coronavirus-pandemic-has-unleashed-
a-wave-of-cyber-attacks-heres-how-to-protect-yourself/

https://www.forbes.com/sites/zakdoffman/2020/03/12/chinese-hackers-weaponized-coronavirus-data-to-launch-this-new-cyber-attack/#1cec45838610
https://theconversation.com/phishing-scams-are-becoming-ever-more-sophisticated-and-firms-are-struggling-to-keep-up-73934
https://www.teiss.co.uk/coronavirus-pandemic-has-unleashed-a-wave-of-cyber-attacks-heres-how-to-protect-yourself/


The report 
“Attackers tend to target 

privileged entities associated with 
accounts, hosts and services due 

to the unrestricted access they 
can provide and to ease 

replication and propagation. 
Attackers will manoeuver

themselves through a network 
and make that step from a regular 

user account, to a privileged 
account which can give them 

access to all the data they need in 
order to finalize their ransomware 

attack and bribe their victims,”
4

“Upon a thorough investigation, ExecuPharm
determined that the individuals behind the 
encryption and the sending of these emails 
may have accessed and/or shared select 
personal information relating to ExecuPharm
personnel, as well as personal information 
relating to Parexel personnel, whose 
information was stored on ExecuPharm’s
data network.”
The firm claimed that information stolen 
included: social security numbers, taxpayer 
IDs, driver’s license numbers, passport 
numbers, bank account details, credit card 
numbers, NI numbers and beneficiary 
information.Source

https://ago.vermont.gov/blog/2020/04/17/execupharm-inc-notice-of-data-breach-to-consumers/?=april-17-2020
https://www.infosecurity-magazine.com/news/execupharm-suffers-data/


The 
diagnosis

This is a typical scenario we have 

seen with merchants but our 

diagnosis of the breach tells us a 

lot about what may be going on 

within the organisation.

No card strategy 

No card data scan 

Information security framework is weak

weak segmentation of the network

No constant review of information security

HR policy is flawed to hold sensitive data as such

No adequate privacy policies in place (GDPR)

Weak risk management regime 

Employee sensitive data not adequately secures



The most obvious flaw in this 
breach is the fact that 

Execupharm and Parexel have
allowed card data to be stored
on their network and systems. 

Tests required by PCI DSS 
controls meant to detect card 

data were also not in place. 

Card scanning ought 

to be included in the 

BAU operations to 

check where card data 

exists in the 

organization. This 

would detect potential 

locations of card data 

and kick off mitigation 

plans.

Information security 

framework is the 

foundation for PCI 

compliance and 

clearly this was 

either weak or non 

existent. 

The lack of a 

payment compliance 

strategy that 

includes a zero card

data policy is clearly 

needed by these 

firms. It should cover 

both systems and 

payment channels. 6

What are 
the flaws

Card scanning Information securityPayment strategy



Payment 
compliance 

strategy  
The payment compliance strategy is 

more than just a piece of paper that says 

you are PCI compliant, it is a managed 

service, an architectural living strategy 

that ensures on a day to day basis, your 

business reduces the likelihood of a 

breach of occurring across all your 

payment channels.  

Starts with all the 

banks that allow you 

to take card payments 

and all payment 

channels. 

Payment compliance 

strategy includes a 

‘zero card data’ policy 

to be enforced

All service providers 

that serve your 

payment channels are 

identified, audited and 

tracked

Every product and 

service that you use to 

take card payment will 

be updated to include 

‘zero card data’ policy.

Our Change 

management services 

checks every change to 

your payment estate 

and applies the strategy

Training and 

awareness is enforced 

at the key points of 

change across your 

payment estate.
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Service 
catalogue

We operate a service catalogue 

that is constantly checking for 

compliance as part of our 

managed service and ensures 

your business never has 

exposure to a payment product 

and service that may increase 

your likelihood of a breach 

occurring. 
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Our unique 
selling points 
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Whilst no one can ever say, your 
business will never suffer a card 
data breach, what our solution 

gives you is the assurance that if 
you were to ever suffer a card data 

breach, it would never be your 
fault, it would be your bank’s fault  

and you would be legally 
exonerated in any legal claim.  

Reduce your likelihood 

of a breach 

Reduce your cost of 

PCI compliance 

Managed all your 

service providers

Manage all your 

payment products 

Manage all changes to 

your payment estate 
Reduce your PCI scope 
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• I forewarned British Airways that they were highly 

likely to be subject to a card data breach, they did not 

listen and 3 months later they were hacked.

• https://www.thetimes.co.uk/article/british-airways-

hack-was-a-disaster-waiting-to-happen-m62rn05v0
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